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Enhancement of Information Security

EMSD has recently conveyed to your company a message from the Office of the
Government Chief Information Officer (OGCIO) on the importance of management
responsibility in information security and protection of personal data. Some useful tips
on security policy and guidelines have also been recommended.

While individual company may have her unique business and operating environment, the
OGCIO recommends that your company considers adopting the following information

security measures which can help improve your information security system:-

- Risk Assessments - Periodic Security Testing

- Policies and Procedures - Remediation Procedures

- Organizational Structure - Incident Response Procedures
- Security Plans - Contingency Plans

- Security in Outsourcing - Compliance

- Security Awareness Training

Details of the information security requirements have been uploaded to the one-stop

information security portal of the OCGIO http://www.infosec.gov.hk.
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